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File Message Insert Format Text Review Help Acrobat Q Tell me what you want to do 

ll.6;JJ lil Colors · 
[6] Fonts · 

Themes . liJ Effects · 

Themes 

Page 
Color 

Show Fields 

0 Encrypt-Only - This message is encrypted. Reci1 
Permission granted by: jwatts@gntc.edu.i 

~

I To .. , I I • I Cc ... I I 
I Bee ... I I 
Subject I 

0 
Permission Save Sent Delay Direct 

I~ 0 Request a Delivery Receipt 

Use Voting O Request a Read Receipt 
Buttons • 

Set permission on this item 

Item To • Delivery r plies To 
r,;, 

l,!nrestricted Access 

B Encrypt-Only 

Do Not Forward 

Georgia Northwestern Technical College-Staff - Confidential 

Georgia Northwestern Technical College-Staff - Confidential View Only 

Encryption Instructions for Email 

In order to meet Gramm Leach Bliley Act standards in our O365 email system, it is necessary to encrypt emails 

that may contain restricted information, such as: 

• Credit Card Numbers 

• US Social Security Numbers 

• US Bank Account Numbers 

• US Individual Taxpayer Identification Numbers 

To manually apply this encryption, use the word [encrypt] in the subject line. You can also select encryption 

manually by going to the Options tab on the new email you are sending, and selecting the Permissions 

dropdown: 

Remember, this does not apply for internal emails within GNTC. However, if an email is sent to a recipient 

outside of our gntc.edu domain which contains any of the information above, the email will need to be 

encrypted, and the recipient will receive a message that they have an encrypted message along with 

instructions on how to access. Here’s what the recipient would see when sent a message containing such 
items… (I sent a test message to a Gmail account) 

https://gntc.edu


  

 

FW SSN Test 7 

Thomas. Ooonls 
IOme • 

c,:, lil 15 AM (36 m1"""5 311<>) ... 
Vou N'Ve re<et~ ~I'\ tnctyJXed ~ from GI\IC SC(\lft tnd~g ~tern. h is ttcommcnde-d that 
ah~r do-n1"11oadmg tM' attachtntl\t,, you «I00'5e th@ one-time passcod! option for tM most ttlia.b~ 
IKCt"SS. 

To vie\v your mtJS41ge 
Saw and open tht, attK~nt (mtS5a9t.htmfl and fO,low·th~ 1nstru<.t1ons. 

S,g<i • ., using the fol:lowmg ffl\.)11 ..:ldtes.s: --0,gmalLcom 

~ _.., ffW:11.19' ltd •!!:S ~ ~ tQt" t'la s.olf ut• of 1M,ntMOKt ,.-cip ... c« tfC.¢4~$ MO 11'1'> COi'-™" 

'°"'~•tlll'l"'"""'-'c.," lt)'Oll~rtc:.• .-.cllf'lrt" .. "'l~ ,tff.l♦ l>OW),·N ...... lf'ICl<lflft,tl'l,i""fl~ 

A Sccuc: MUM.ge; from: 

.1 ... ~,,_ 

am 

Encrypted message 

from 
dtl-omas@gn:c.edu 

To 
@gmoil.com 

To -..cw ttw!' ,ncss,>9C. sign 1nWt1h 41 M1cro-..oft 4-<C:<M.,n\, you, wol"k er school .,ccount. or t.1$C ,1 one 11mc 
pas!<odt-. 

e s.g,,~ 

0 U$,tolont,.l1'nfp:111Uo,dt> 

l 

- ' ~ · ~ 

~ 
~ - ~ 

' --

~ ~ ~ - ' ~ ~ " ~- ' ' 

~ '°" ' "" -- - ' """' ~ ~ "' -- ' ~ 

We recommend using the one-time passcode option for the most reliable access. 

When the recipient downloads the message and opens it, they will see: 

GNTC s«ute f:mad Pott.ii 

Encrypted message 

from 

dthomas@gntc.edu 

lo 
@grnail.com 

Toview the message, sign,n wnh aM,c.rosoft a<:coon1you,wo l'IC -ors~ account. or~ a one ·t1me 
pass<:Ode. 

@s.gn,n 

0 USf: one--l1tnt P,HS<odt 

A Sc<aH Messa,c From : 

.I ... 

When they click the one-time passcode link, they will be sent a separate email with a passcode, and a page will 

be displayed where it should be entered. It looks like: 



GNJC SKu"P Em;nl Pt:lrt.l 

We sent a passcode to §>gmail.com. 

Please check your email, enter the passcode that corresponds with the 
reference code, and click continue. The passcode will expire ln 15 minutes. 

Reference code: S 145 

Pas,code l~ ____ ==i_~ 

Didn't receM.' the p,uscodel Chck here to get 41nothe, one 

A Secure Messase from: 

~ ... ~ 

We sent a passc:x:e to !!>£meil.coll'. 

Plen e cl-'eck ;cur email. enter the pa!;:sc;le h: at tc irespcrids \ ith the 

re-ference code. zn c cl,ck continue. The :>&sscooe w1I exp,·e , ...15 m -1nute s. 

Pa«r n(l~ '--------' 

A k( 1 t 9 M!i"~c fn>m: 

1 ... 


